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Phishing 

According to Wikipedia, phishing is an attempt to obtain information such as 

usernames, passwords or credit card information by pretending to be a trustworthy 

entity in an email. 

Phishing is popular with cybercriminals, since it’s fairly easy to trick people into 

clicking on a suspicious link in an email that looks legitimate. 

Even with spam blockers and high end email appliances that are designed to help 

us keep the malicious and spam email out of UNBC’s email, some will always 

sneak through to your Inbox. 

If you receive email that look suspicious, please report it to the Service Desk.  
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What to look for 

1. A sense of urgency.  Cybercriminals don’t want to you have time to 

think about what information you’re supplying, so they use language to 

make you think something bad will happen if you don’t respond immedi-

ately to their message. 

2. A generic greeting or no greeting at all.  To save time while sending out 

the email, the messages are created as a batch, so they aren’t personal-

ized at all. 

3. Request for personal or account information.  They may also demand a 

credit card to “release” or “fix” something that is on your computer.  A 

common scam is for “Microsoft” to call you and inform you that some-

thing is wrong with your computer and if you pay them a fee, they’ll fix 

your machine. 

4. Watch for typos and grammatical errors.   

5. Double check with your superiors if you receive an email that demands 

you make a payment to a company 

6. Check website security certificates to make sure the site has not been 

hijacked  

7. Be very careful with links from Dropbox and Google Docs.   

 

 

Best  
Practices Tip 
Always hover your mouse over a 

link in an email message or on a 

webpage to double check that the 

link goes where it says it does. 

When in doubt, contact the Service 

Desk. 

Bridge in the David Douglas Garden 

Keep an eye on your devices 





Contact Us 

Give us a call for more 

information  

(250) 960-5321 

1-866-960-5321 

support@unbc.ca 

 

PHISHING  

Phishing is extremely profitable for the individuals and groups that do it.  UNBC is 
not immune to phishing attempts. 

Messages from UNBC will rarely contain links, and they will not ask you for your 
username and password. 

All legitimate UNBC sites will have the lock indicator in the browser and will come 
from unbc.ca  

 

 

If you receive an email and you are not sure if it is a legitimate message from 
UNBC, contact the Service Desk or send an email to support@unbc.ca  

 

'En cha huna  


